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\j ^IlVf AMFNPMENTS 

Claim 1 (currently amended): An IP Packet Access Gateway (IP PAG) system for 
managing an IP bearer path between IP endpoints, comprising: 
an IP PAG; 

a first IP bearer connection termination in said IP PAG for terminating a first bearer 

connection with a first IP endpoint; 

a second IP connection termination hi said IP PAG for terminating a second bearer 

connection with a second IP endpoint; 

a call control entity associated with said IP PAG for communicating call control 
instructions to said IP PAG, said call control instructions including instructions for logically 
concatenating said connections into an active IP bearer path extending between said first IP 
endpoint and said second IP endpoint; and 

a bearer traffic IP packet handler in said IP PAG for moving bearer traffic IP packet 
payloads over said, active IP bearer path, said packet payloads heing P^ of a call established 
K^tw^n said first TP andnoint an^ «»id Wnnd TP endnoint and comprising voice, data, 

multimedia or other inforaiatioiujnd 

a h^rer connection address table fr r ma hv said traffic handler that associates sajd first 
tp h«»r*r connec t™ »nd said second TP hear e r conn ection with said activ. TP hearer path, said 
H^r connection h™ f .nnstructed to provide bearer path pivot capability that allows said 
. ft* TP hearer cc-nr-^™ t rt parricina t * in nmltinle TP bearer paths that respectively associate said 
first TP hearer emotion with arrive second TP bearer connections that can be switched into 
and nut of association with said fi rst hearer connection by modifyinr said bearer connectio n 
address table to ™e of sai d mnttinle TP bearer paths as said active TP frgarer path . 

Claim 2 (currently amended):. A system in accordance with Claim 1 wherein said IT TAG 
«eted^bearer. connection address table ^associates said active IP bearer path with said first 
bearer connection and said second bearer connection in accordance with said concatenating 
instructions. 

Claim 3 (original): A system in accordance with Claim 2 wherein said connection address table 
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includes a key entry corresponding to said active IP bearer path (IP bearer path entry), and 
comprising first and second mples. respectively corresponding to said first bearer connection and 
said second bearer connection. 

Claim 4 (original): A system in accordance with Claim 3 wherein said first tuple includes a first 
Tj» address and a port number for said IP PAG and an IP address and a port number for said first . 
DP endpoint, and said second tuple includes a second IP address and a port number for said IP 
PAG and an IP address arid a port number for said second IP endpoint. 

Claim 5 (original): A system in accordance with Claim 4 wherein said bearer traffic IP packet 
handler is adapted to move bearer traffic IP packet payloads from said first IP endpoint to said 

second IP endpoint by: 

receiving a bearer traffic IP packet from said first IP endpoint over said first bearer 

connection; 

searching for an IP bearer path entry in said connection address table having an 
associated first tuple that contains toe packet header source IP address and source port number of 

said received IP packet; 

upon locating said IP bearer path entry in said connection address table, determining from 
the second tuple associated with said entry the IP address and port number of said second IP 
endpoint; 

rewriting the packet header of said bearer traffic IP packet using the IP address and port 
number of said IP PAG as the source IP address and source port number, and using the IP 
address and port number of said second IP endpoint as the destination IP address and destination 
port number; and . • . • 

sending said rewritten bearer traffic IP packet to said second IP endpoint over said second 

bearer connection. 

Claim 6 (original): A system in accordance with Claim 5 wherein said bearer traffic IP packet 
handler is adapted to perform bearer traffic policing to verify that said received bearer traffic IP 
packet is associated with an active IP bearer path and is authorized for transmission on that path. 
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Claim 7 (original): A system in accordance with Claim 6 wherein each IP bearer path entry in 
said address connection table includes a status flag indicative of an associated IP bearer path 
being active.or inactive, and wherein said bearer traffic policing includes checking said status 
flag for active status. 

Claim 8 (original): A system in accordance with Claim 7 wherein said bearer traffic policing 
includes logging and/or dropping unauthorized packets. 

Claim 9 (original): A system in accordance with Claim 7 wherein said connection address table 
contains multiple IP bearer path entries having associated tuples identifying said first IP 
endpoint, and wherein said IP PAG is controllable by said call control entity to act as a IP bearer 
path pivot point by selectively activating the status flags associated with said IP bearer path 
entries. 

Claim 10 (original): A system in accordance with Claim 1 further including a signaling traffic IP 
packet handler for relaying signaling messages from one or both of said IP endpoints to a 
destination. 

Claim 1 1 (original): A system in accordance with Claim 10 wherein said signaling traffic IP 
packet handler maintains an IP endpoint address table that lists IP addresses for IP endpoints that 
are authorized to send signaling messages to said destination, and which lists IP port numbers, 
one for each of authorized IP" endpoint 

Claim 12 (original): A system- in accordance with Claim U wherein said signaling message relay 
includes receiving a signaling traffic DP packet from said first or second IP endpoint and 
rewriting the packet header of said. signaling packet by: 

setting the source IP address, to the IP address of said IP PAG; 
setting the source port number to an IP port of said IP PAG as determined from said IP 
endpoint address table; ; ' ' ' . 

setting the destination IP address to an IP address of said destination as determined by the 
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source IP address and the destination port number of the signaling message received; and 
leaving the destination IP port unchanged. 

Claim 13 (original): A system.in accordance with Claim 12 wherein said signaling message is an 
H.323, SEP, orH.248 signaling message and said destination is a call control entity. 

Claim 14 (original): A system in accordance with Claim 12 wherein said signaling message is an 
SNMP signaling message and said destination is an SNMP manager. 

Claim 1 5 (original): A system in accordance with Claim 12 wherein said signaling traffic IP 
packet handler is adapted to perform signaling traffic policing to verify that said IP endpoint 
sending said signaling messages is authorized to send such messages. 

Claim 16 (original): A system in accordance with Claim 15 wherein said signaling traffic 
policing includes performing a table lookup in said IP endpoint address table relative to an IF 
signaling packet received from said first IP endpoint to verify that said IP endpoint is listed in 
said table and to obtain a port number assigned to said IP endpoint from said table. 

Claim 17 (original): A system in accordance with Claim 15 wherein said call control entity is 
adapted to dynamically throttle signaling messages sent to said destination. 

Claim 18 (original): A system in accordance with Claim 1 wherein said system includes a line- 
side IP PAG terminating plural IP lines and a trunk-side IP PAG terminating plural IP trunks. 

Claim 19 (original): A system in accordance with Claim 18 and further including an IP switching 
fabric between said line-side IP'PAG and said trunk-side IP PAG. 

Claim 20 (original): A system in accordance with Claim 19 and further including one or more 
resource servers, interworking gateways, interworking units, or data termination systems. 

PAGE 9122 ' RCVD AT 1 111612004 8:39:53 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/0 * DNIS:8729306 ' CSID:716 633 1932 ' DURATION (mm-ss):10-03 



11/16/2084 21:42 716-633-1932 WALTER W DUFT PAGE 



Claim 21 (currently amended): Amethod for managing an TP bearer path between IP endpoints, 

comprising the steps of: 

terminating a first IP bejarer- connection with a first IP endpoint; 

terminating a. second bearer connection with a second DP endpoint; 

logically concatenating said connections into an active IP bearer path extending between 
said first IP endpoint and said second IP endpoint;-a»d 

moving bearer traffic TP packet pay load* over said active IP bearer path, said packet 
payloads being part of a call establishe d between said first IP endpoint and said second 
endooint and comprising voice, data* multimedia or other informationiasd 

said moving step utilizing * bearer connex ion address table that associates sajd first IP 
hearer connection and said second TP bearer connection with said active bearer path, said 
hearer connectinn table hein^ crinstructed t o provide hearer nath pivot capability that allows said 
first TP bearer connection to pafrir.inate in multiple TP hearer naths that respectively associate said 
fiist TP hearer connection with atternati v e second TP bearer connections that can be switched intp 
and nut of association with s^id first hearer connection bv modifvine said bearer connection 
aHdress table to select one of said' multipl e TP bearer oaths as said active IP bearer path . 

Claim 22 (currently amended): A method in accordance with Claim 2 1 wherein said 
concatenating step comprises establishing a key entry in -a £ak! bearer connection address table 
that aooooiatco paid o nim 'W v rr^r nfU "" th nniH firnt hnnfnr nnnnaotio " onH ^ °°°ond b e arer 
oonnootion . 

Claim 23 (original): A method in accordance with Claim 22 wherein said key entry corresponds 
to said active ip.bearer path (IP bearer path entry) and comprises first and second tuples 
respectively corresponding to said first bearer connection and said second bearer connection. 

Claim 24 (original): A method in Accordance with Claim 23 wherein said first tuple includes a 
first IP address and a port number for said IP PAG and an IP address and a port number for said 
first IP endpoint, and said second tuple includes a second IP address and a port number for said 
IP PAG and an IP address and a port number for said second IP endpoint. 
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Claim 25 (original): A method in accordance with Claim 24 wherein said moving step includes 
moving bearer traffic IP packet payloads from said first IP endpoint to said second IP endpoint 
by: 

receiving a bearer traffic DP packet from said first IP endpoint over said first bearer 
connection; 

searching for an IP bearer path entry in said connection address table having an 
associated first tuple that contains the packet header source DP address and source port number of 

said received IP packet; 

upon locating said IP bearer path entry in said connection address table, determining from 
the second tuple associated with said entry the IP address and port number of said second IP 
endpoint; 

rewriting the packet header of said bearer traffic IP packet using an IP address and a port 
number associated with said active bearer path as the source IP address and source port number, 
and using the IP address and port number of said second IP endpoint as the destination IP address 
and destination port number; and 

sending said rewritten bearer traffic IP packet to said second IP endpoint over said second 

bearer connection. 

Claim 26 (original): A method in accordance with Claim 25 further including performing bearer 
traffic policing to verify that said received bearer traffic IP packet is associated with an active IP 
bearer path and is authorized for transmission on that path. 

Claim 27 (original): A method in accordance with Claim 26 wherein each VoIP bearer path entry 
in said address connection table includes a status flag indicative of an associated IP bearer path . 
being active or inactive, and wherein said bearer traffic policing step includes checking said 
status flag for active status. 

Claim 28 (original): A method in accordance with Claim 27 wherein said bearer traffic policing 
includes logging and/or dropping unauthorized packets. 
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Claim 29 (original): A method i» accordance with Claim 27 wherein said connection address 
table contains multiple IP bearer path entries having associated tuples identifying said first IP 
endpoint, and wherein a bearer path pivot point is implemented by selectively activating the 
status flags associated with said IP bearer path entries. 

Claim 30 (original): A method in accordance with Claim 21 further including relaying signaling 
messages from one or both of said IP endpoints to a destination. 

Claim 31 (original): A . method in accordance with Claim 30 wherein said signaling message 
relaying step includes maintaining an IP endpoint address table that lists IP addresses for IP 
endpoints that are authorized to. send signaling messages to said destination, and which lists IP 
PAG port numbers, one for each authorized IP endpoint 

Claim 32 (original): A. method in accordance with Claim 31 wherein said signaling message 
relay step includes receiving a signaling traffic IP packet from said first IP endpoint and 
rewriting the paoket header of said signaling packet by: 

setting the source IP address to IP address of said IP PAG relaying said signaling 
messages; 

setting the source port number to said IP port assigned to said first IP endpoint, as 
determined from said IP endpoint address table; 

setting the destination IP address to an IP address of said destination, as determined by 
said source IP address arid the destination port number of said signaling message received; and 

leaving the destination I? port unchanged. 

Claim 33 (original): A method in accordance with Claim 32 wherein said signaling message is an 
H.323, SIP, H.248, or other call signaling message and said destination is a call control entity. 

Claim 34 (original): A method in accordance with Claim 32 wherein said signaling message is an 
SNMP signaling message and said destination is an SNMP manager. 
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Claim 35 (original): A method in pccotdance with Claim 32 wherein said signaling message 
relay step performs scaling traffic policing to verify that said IP endpoint sending said 
signaling messages is authorized to send such messages. 

Claim 36 (original): A method in accordance with Claim 35 wherein said signaling traffic 
policing includes performing a table! lookup in said IP endpoint address table relative to an IP 
signaling packet received from said first IP endpoint to verify that said IP endpoint is listed in 
said table and to obtain a port number assigned to said first IP endpoint from said table. 

Claim 37 (original): A method in accordance with Claim 35 further including dynamically 
throttling signaling messages received at said IP PAG. 

Claim 38 (original): A method ipL accordance with Claim 21 including terminating plural IP lines 
at a set of line-side terminating points and terminating plural IP trunks at a set of trunk-side 
terminating points. 

Claim 39 (original): A method 'fit accordance with Claim 38 further including performing 
switching between said line-side arid trunk-side terminating points- 
Claim 40 (original): A method in accordance with Claim 39 further including connecting one of 
more of said line-side or trunk side, terminating points to one or more resource servere, 
interworking gateways, interwbrking units, or data termination systems. 

Claim 41 (currently amended): A computer program product for managing an IP bearer path 
between IP endpoints, comprising: 

one or more data storage media; 

program meatis recorded on said one or more data storage media for: 
terminating a first IP bearer connection with a first IP endpoint; 
terminating a second bearer connection with a second IP endpoint; 
logically concatenating said ^fcst and second bearer connections into an active IP bearer 
path extending between said first IE. endpoint and said second IP endpoint;-a*wi 
' ' ■ ' . . 11 
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moving bearer traffic IP packet pay loads over said active IP bearer path, said packet 
payloads heine part of a call, ef^bliahed between sai d first IP endonint and said second IP 
endpoint and comprising voice, data, multimedia or other informatioqLffid 

caid moving sten util izing a bearer connection add ress table that associates said first IP 
bearer connection and' said second IP bearer connection with said active IP bearer path, said 
hearer connection table being constructed t o provide bearer nath pivot capability that allows said 
first IP bearer connection to participate in multi nle TP hearer path* that respectively associate said 
first TP bearer cnnn^on with alternative seco n d IP be arer c onnections feat can be switched into 
and out of association with said first bearer c onnection by m odifying said bearer connection 
address table to select one of saidmultiole IP h ea rer pa ths as said active IP bearer pa th. 

Claim 42 (currently amended): Aerogram product in accordance with Claim 41 wherein said 
concatenating program means comprises program means for establishing a key entry in-a sejd 
bearer connection address tabl u thui i ooqooiatoci n n i ri notiva IP boar a r path with oaid firot b e ar e r 
ooruiootion and ooid oocond b e arer conn e otion . 

Claim 43 (original): A program product in accordance with Claim 42 wherein said key entry 
corresponds to said active IP bearer path (IP bearer path entry) and comprises first and second 
tuples respectively corresponding to said first bearer connection and said second bearer 
connection. 

Claim 44 (original): A program product in accordance with Claim 43 wherein said First tuple 
includes a. first IP address and a port number associated with said IP PAG and an IP address and 
a port number for said first IP endpoint, and said second tuple includes a second IP address and a 
port number associated with said IP PAG and an IP address and a port number for said second IP 
endpoint. 

Claim 45 (original): A program product in accordance with Claim 44 wherein said moving 
program means mcludes prograpi means for moving bearer traffic IP packet payloads from said 
first IP endpoint to said second IP. fendpoint by: 
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receiving a bearer .traffic IP packet from said first IP endpoint over said first bearer 
connection; 

searching for an IP bearer path entry in said connection address table having an 
associated first tuple that contains Vpacket header source IP address and source port number of 
said received IP packet; 

upon locating said IP bearer path entry in said connection address table, determining from 
the second tuple associated with said entry the IP address and port number of said second IP 
endpoint; 

rewriting the packet header of said bearer traffic IP packet using an IP address and a port 
number associated with said active bearer, path as the source IP address and source port number, 
and using the IP address and port number of said second IP endpoint as the destination IP address 
and destination port number; and 

sending said rewritten bearer. traffic IP packet to said second IP endpoint over said second 

bearer connection. . ; 

Claim 46 (original): A program product in accordance with Claim 45 further including program 
means for performing bearer traffic policing to verify that said received bearer traffic IP packet is 
associated with an active IP bearer path and is authorized for transmission on that path. 

Claim 47 (original): A program product in accordance with Claim 46 wherein each IF bearer path 
entry in said address connection table includes a status flag indicative of an associated IP bearer 
path being active or inactive, arid wherein said bearer traffic policing step includes checking said 
status flag for active status; 

Claim 48 (original): A program product in accordance with Claim 47 wherein said bearer traffic 
policing program means includes program means for logging and/or dropping unauthorized 
packets. 

Claim 49 (original): A program product.in accordance with Claim 47 wherein said connection 
address table contains multiple IP bearer, path entries having associated tuples identifying said 
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first IP endpoinW and farther including, program means for implementing a bearer path pivot 
point by selectively activating the status flags associated with said IP bearer path entries. 

Claim 50 (original): A program prfoduct in accordance with Claim 41 further including program 
means for relaying signaling messages from one of said IP endpoints to a destination. 

Claim 5 1 (original): A program product in accordance with Claim 50 wherein said signaling 
message relaying program means includes program means for maintaining an IP endpoint 
address table that lists IP addresses for IP endpoints that are authorized to send signaling 
messages to said destination, and which lists IP PAG port numbers, one for each said IP 
endpoint. 

Claim 52 (original) : A program product in accordance with Claim 5 1 wherein said signaling 
message relay program means includes program means for receiving a signaling traffic IP packet 
from said first or second IP endpoint and rewriting the packet header of said signaling packet by: 
setting the source IP addrbss to said IP address associated with said IP PAG relaying said 
signaling messages; 

setting the source port number to said port number assigned to said IP endpoint, as 
determined from said IP endpoint addtress table; 

setting the destination IP address to an IP address of said destination, as determined by 
the source IP address atid destination port number of signaling message received; and 

leaving the destination IP port unchanged. 

Claim 53 (original): A program product in accordance with Claim 52 wherein said signaling 
message is an H.323; SIP, or HL24S signaling message and said destination is a call control 
entity. 

Claim 54 (original): A program product in accordance with Claim 52 wherein said signaling 
message is. an SNMP signaling message and said destination is an SNMP manager. 
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Claim 55 (original): A program product in accordance with Claim 52 wherein said signaling 
message relay program means includes program means for performing signaling traffic policing 
to verify that said IP endpoint sending said signaling messages is authorized to send such 
messages. 

Claim 56 (original): A program product in accordance with Claim 55 wherein said signaling 
traffic policing program means includes program means for performing a table lookup in said IP 
endpoint address table relative to ah IP signaling packet received from said first IP endpoint to 
verify that said IP endpoint is listed in said table and to obtain a port number assigned to said IP 
endpoint from said table. 

Claim 57 (original): A program product in accordance with Claim 55 further including program 
means for dynamically throttling signaling messages sent to said destination. 

Claim 58 (original): A program product accordance with Claim 41 including program means 
for terminating plural IP lines at a set of line-side terminating points and terminating plural IP 
trunks at a set of trunk-side terminating points. 

Claim 59 (original): A program product in accordance with Claim 58 further including program 
means for performing switching between said line-side and trunk-side terminating points. 

Claim 60 (original): A program product in accordance with Claim 59 further including program 
means for connecting one of more of said line-side or trunk side terminating points to one or 
more resource servers, jnterworking gateways, interworking units, or data termination systems. 
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